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Today's applications are delivered over private and public networks, including
LAN, WAN, Satellite, Mobile, WiFi, DSL, Internet, and more, and are expected
to operate in both normal and extreme conditions. Failure to properly verify an
application’s tolerance to changing network conditions can result in errors and
failures, leading to loss of revenue, damage to brand reputation and, in military
organizations or emergency services, even loss of life.

Network Emulation is a process that helps eliminate this risk, and is applicable
to almost every industry, including defense, interactive media (games), retail,
tech, financial services, healthcare, ecommerce, utilities; or any organization
that needs to mitigate the risk of application failure in networks. Organizations
can no longer afford to deploy a “tested” application only to find that it doesn't
perform in real world networks.

In a nutshell, Network Emulation creates a Software-Defined Test Network
(SDTN) that replicates the real-world network including routers and links.
Realism can be added into this Test Network by adding real-world conditions
and traffic to accurately mimic user experiences.

When packets flow through the Test Network, they are affected to mimic what
would happen in real world networks. Subsequently, the application or device
under test behaves as if it were operating over real, operational networks.

The application is not aware that the Emulator is controlling the quality of the
network.

Traditionally, a Network Emulator involves installing software or introducing

a hardware device in-line between two or more endpoints, although some
products now support a ‘Router-on-a-Stick’ configuration, where only one port
is used for all input and output. You can often connect as many devices or users
as required for your test scenarios.

Network Emulation is often confused with Network Simulation; however,
despite the similarities in naming, the two processes have very different
purposes.

Network Simulation is used to model the behavior of a network by calculating
the interaction between the different network entities using mathematical
formulas. You cannot accurately run real network traffic through a Network
Simulator, but you can through a Network Emulator. Network Simulators are
frequently used for academic or research purposes to answer theoretical
questions about the network, not the application.

Network Emulators are used by organizations that need to verify application
behavior and performance in an environment that accurately replicates the real-
world networks. Network Emulators work in real-time with real traffic, and give
applications experiences that replicate those found in a real-world network.
This is not a mathematical calculation, but a ‘physical’ test on applications with
actual network traffic flowing to and from the application.
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As a specialist tool, Network Emulators will often be designed with different
use cases in mind. Some Network Emulators are designed for testing networks,
while others are designed for testing applications. With this in mind, it's
important to understand the main differences between emulator designs:

Telecommunication Operators, or ‘telcos’, are in the business of running
networks for telephony and data communications access. Networks are
complex in design, and have large capacity and high performance. Network
Emulators designed for these environments are expensive and built for high
performance, i.e. speed with minimal features for affecting individual traffic
flows.

Enterprises deliver applications over many types of networks, private and
public, including LANs, WANs, WiFi, Mobile, Satellite, Internet, Cloud, DSL
and more. The network performance can vary immensely depending on
network type, who else is using the network, your location, and, for satellite
networks, even the weather; all of which can impact an application’s
behavior, performance and therefore, end user experience. Network
Emulators are designed and built so that enterprises can recreate the real-
world networks in a predeployment lab so that applications can be tested
before they are deployed into production. Cost is usually lower than the
high-speed Network Emulators built for the telco market.

This paper primarily focuses on Network Emulators for enterprise application
and equipment testing and not for testing networks.

Network Emulators have been around for some years and have traditionally
been available as hardware and software solutions:

A hardware solution is where the vendor provides the hardware and
Network Emulation application software as a complete solution. The
advantage is that the buyer can be assured that the solution will work and
provide the functionality and accuracy specified by the vendor. Should a
problem occur, the user can obtain support from their vendor.

Software Network Emulators, which are installed onto the customer’s
hardware, can have initial benefits of providing faster deployment, but

can present issues with operating system compatibility and performance
as the Network Emulator shares resources (CPU, Memory, NICs etc) with
other applications running on the same machine. If the system has not

been properly calibrated then unpredictable results can occur; for example,
latency delays that differ significantly from those specified, leading to
invalid and unreliable test results. Additionally, the common perception that
software emulators are cheaper than hardware emulators, does not account
for the “hidden” hardware cost and the support time to setup, configure,
tune and manage the software.

Virtual Appliances, for hypervisors such as VMware, have recently gained
popularity, in particular for test environments where it isn't possible to
deploy any hardware. Virtual Appliances are configured with the virtual
hardware settings, operating system and Network Emulation application
thereby simplifying the setup and accelerating the deployment process.

A Virtual Appliance will share the hypervisor resources with other virtual
machines so it's important to assign adequate resources to the Network
Emulator. A Virtual Appliance also provides an easy method of evaluating a
vendor's solution without the need to install hardware.
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Physical Emulation Ports

Network Emulators will normally have at least two dedicated emulation ports,
scaling up to eight ports for standard models. Some can scale-up to as many
as 20 or more physical ports although extending further can present challenges
due to costs and limitations in the hardware architecture and performance.
Ports are ethernet copper, fiber or a combination of both and speed can range
from 100Mbps to 100Gbps.

Virtual Emulation Ports

Virtual Emulation Ports are subdivisions of physical emulation ports and are
created by the administrator, allowing a Network Emulator’s physical ports to
be scaled up to have hundreds of ports. Interconnected networks that require
the use of multiple emulation ports can utilize Virtual Emulation Ports to rapidly
create the Test Network without the need for physical ports or re-patching

of cables. Virtual Emulation Ports can also be particularly cost-effective for
enterprise environments that need to support a large number of test teams, in
a multi-user environment, with each team or user running their own emulations
completely independent of each other.

Network Management Ports

An additional one or two Ethernet ports are dedicated to controlling and
managing the Emulator itself, and connect the Emulator to the LAN so that the
administrator can set up and manage the Network Emulator over the LAN.

IMPORTANT: To ensure integrity during testing, the Network Emulator must
ensure that the traffic on the Emulation and Network Management ports is kept
completely separate. For secure environments this can also be a mandatory
security requirement.

When operating in a live environment, there are many different types of
networks that your application will utilize, and each could pose different
challenges to performance when network quality is impaired by unexpected
conditions. Subsequently, when choosing a Network Emulator you need to
identify which types of networks you will emulate for realistic testing. There are
four types of Emulated Networks:

Point-to-Point

Point-to-Point with Multiple Links

Point-to-Point with Dual Hop

Meshed networks including star-coupled, hub & spoke and fully/partially
meshed

PR

Point-to-point is the simplest network topology and has one fixed link between
two endpoints.

Examples of point-to-point networks include WANSs, Satellite, SDSL/ADSL,
WiFi and Mobile.
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Similar to Point-to-Point, but with multiple fixed links between the two
endpoints.

In this configuration a single emulation will provide multiple links, with each link
capable of having a different configuration and impairment characteristics.
Multiple links are very useful for concurrent testing where, for example, two
testers could compare their mobile app performance across a 3G network and
4G network at the same time. Using multiple links can reduce testing times and
bug-fixing cycle times, and increase the return of investment.

For some test scenarios you may need to emulate two point-to-point networks
joined together either with a single or multiple links. For example, a home WiFi
network experience combined with an SDSL link to an ISP. This is when Point-
to-Point Dual Hop can provide even greater realism.

Some Network Emulators that do not have a dual-hop feature attempt to work
around this problem by passing traffic back through the emulator again for
additional impairments. While this might seem like a relatively straightforward
practice, it leads to complex routing layouts and designs which can impact test
quality. You can’t create dual or multiple hop scenarios with an emulator which
only supports a single Link/Path.

Network topologies including ‘star-coupled’ and ‘meshed’ networks have
greater complexity but can still be created using a Network Emulator. In a
meshed network all of the nodes can be linked to each other through many
different impaired links.

“Meshed” networks mean that there can be a considerable number of link
definitions. If a fully meshed network is required then ensure that the emulator
has an efficient method of configuring and maintaining the link definitions.
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In a fully or partially meshed network, some or all of the nodes are connected
to multiple other nodes. In order to emulate this scenario without using an
emulator capable of replicating meshed networks, you would need multiple
point-to-point emulators and routers. This would also involve complex routing,
cabling layouts, and additional expense.

IMPORTANT: Network Emulators that support meshed networks will support
Point-to-Point and Dual Hop configuration, although Point-to-Point Emulators
cannot emulate meshed networks.

For some test scenarios you may need to emulate two point-to-point networks
joined together either with a single or multiple links. For example, a home WiFi
network experience combined with an SDSL link to an ISP. This is when Point-
to-point Dual Hop can provide even greater realism.

A Virtual Router operates in exactly the same way as a real-world router and

is responsible for forwarding data packets between networks en route to

their destination. A virtual router has its own routing tables, input/output on
physical or virtual ports and filtering capabilities. Advanced features will include
different routing functions allowing you to model different types of networks.
Virtual Routers, normally provided only on Enterprise-Class Network Emulators,
enable you to create sophisticated Test Networks. This is accomplished by
routing by items not normally considered routing properties, like VLAN, source
IP Address (v4 and v6), TCP/UDP port, and even packet data, as well as the
more standard destination IP (v4 and v6) routing.

IMPORTANT: Ensure that traffic can be bridged or routed between port-
to-port or port-to-multi-port, physical or virtual, and that traffic can be
categorized by IP, VLAN, Port or any packet attribute.
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In a lab environment, where test clients and servers are connected to the

same LAN, you can assume that there are no constraints, such as bandwidth
restrictions, latency, or packet loss. These networks, however, only represent
the most optimal conditions that your application will interact with once live. In
practice, operational networks are often ‘busy’, and the connection will be far
from perfect. In order to replicate a realistic operational network connection, for
example connecting an application over large distances such as from London

to Chicago, you must add conditions to your lab environment’'s LAN network

to match bandwidth restrictions, latency, and loss that your application will
experience once it begins to operate over the real, live networks.

Commercial Network Emulators include many basic impairment functions (or
algorithms) to affect bandwidth, latency, packet loss, errors and advanced
impairments such as congestion, packet duplication, out of order and
fragmentation. To enhance realism, built-in impairment functions (configured
by parameters) can be set to dynamically change over time. For example -
Latency can be set to increase over time; or emulations can implement random
conditions over a period of time. Poisson and Gaussian distributions provide
even greater realism.

Testing applications with impairments is essential as it can help you to address
problems such as chatty applications, latency sensitive transactions, caching
inefficiencies and other adverse network conditions.

IMPORTANT: Check that it is possible to set different impairments for each
link and direction. For example, the uplink may require different bandwidth and
impairments to the downlink.

IMPORTANT: Check that the Emulator is able to automatically change the
network conditions over time, as some Emulators can only replicate fixed
characteristics and this may not be realistic.
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Most network equipment vendors use the standard units of Megabits or
Gigabits per second to specify the maximum network bandwidth their products
support. Specification sheets will also sometimes reference ‘Line Rate’ and
‘Packets Per Second’, so it's important to understand what these mean to
ensure you select a Network Emulator that meets your testing requirements.

Line Rate

Line rate, sometime referred to as wirespeed, is a physical layer term that
indicates the actual speed the bits are sent onto the wire. For example, 1Gbps
means that the device is theoretically able to put 1,000,000,000 bits per
second onto to the wire. The term is then often misused to indicate that a
product can transmit/receive at the maximum theoretical rate. Unfortunately
these theoretical rates depend on the packet size.

Packet Size

IP packet sizes can range from 64 to a maximum of 65535 bytes although

it’s unlikely that you'll see the maximum packet size, as the IP packet is itself,
contained within another packet called the ‘link layer’ packet (Layer 2). These
link-layer packets have size limitations. For example, the maximum normal
payload size for Ethernet (a common layer 2 protocol) is 1,500 bytes although
“jumbo” frames can go up to 9,000-10,000 bytes.

If you know the Line Rate and Packet Size then you can use them to calculate
the theoretical maximum number of packets per second that can be sent over,
for example, a 1Gbps link using a 64 byte packet size:

1. Link speed in bits/sec = 1*1000*1000*1000 (A)

2. Packet size in bits including overheads = (64+20)*8 (B) [Multiply by 8 for 8
bits/byte]

3. Maximum packets/sec that can be sent on the link = A/B = 1,488,095.24
packets/sec (C)

4. Therefore the maximum throughput for 64 byte packet on a one Gbps link
=C*64*8 = 761904757.76 bps = 761904757.76/(1000*1000) = 761.90
Mbps

If we use the above calculation with a packet size of 1538 bytes then the
maximum packets per second reduces to 81,274.38 or 987.32 Mbps.

So why does this matter for Network Emulation? As described earlier a
Network Emulator will have at least two physical ports, perhaps some virtual
ports or a combination. Between these ports the Emulator will create network
links and impairment scenarios. It is therefore important to establish that the
maximum packets per second, in the emulated networks, will meet your current
and future requirements.

IMPORTANT: Network packets flow in both directions so clarify that any
performance specifications are bidirectional.

In the real-world networks packet sizes will vary depending on network type,
equipment, application, IPv4 or v6 and other factors beyond the scope of

this document. The important factor to note is that there will normally be a
distribution of packet sizes from 64 bytes, used for ACKs (acknowledgments),
and others close to 1500, or larger for jumbo frames, for the payload. The

rest will probably spread almost evenly between these two values, with the
majority being very close to 1000. TCP transmissions i.e. http/https, ftp, will

try to use the largest possible packets e.g. 1500 or bigger when jumbo frames
are enabled, whereas VolP may use smaller packets to remain real time. So the
mean packet size will certainly be much more than 64 bytes and around 1000 in
a typical “mix”. For network types such as WANs, Mobile, WiFi, DSL, etc packets
per second performance is not normally an issue because of the low bandwidths
in use.
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When packets pass through the Test Network the emulator will cause some
unintended delay which was not defined by the user; this is known as an
inherent impairment.

Commercial Emulators aim to eliminate inherent latency and deal with this issue
by automatically subtracting the inherent latency from the required latency.
Furthermore, Inherent Jitter (randomly varying the Inherent Latency) is also
accurately handled.

Two common reasons for unwanted random inherent impairments are:

«  Impairment workloads — As certain impairments are increased or added this
becomes a large overhead and causes Inherent Impairments.

«  The Network Emulator is built as an application running on an operating
system; as the operating system handles background tasks it causes
inherent impairments.

There are also far more technical inherent impairment issues that can ‘corrupt’
the intended Emulation and associated real-world test scenario. For example,
in a meshed network environment the Network Emulator must be able to
simultaneously create the required conditions across all links.

IMPORTANT: Inherent Impairment issues are usually found on low cost,
freeware or self-built Network Emulators, in particular where the hardware has
not been properly calibrated.

All Network Emulators will support multiple users or devices simultaneously
using the same Test Network. Therefore, this feature should not be confused
with multi-user capability where the administrator can create additional users,
with varying permissions, with each user in simultaneous control of their own
resources just as if they have their own personal Network Emulator. Multi-user
is usually a feature found on Enterprise Class Network Emulators.

Test environments, regardless of size, will include some level of functional and
non-functional test automation. Including real-world network scenarios as
part of continuous testing can increase the test realism, reduce defects and
ultimately improve end-user experience. The Network Emulator should have

a CLI or API that should provide remote access to all Emulator functions so
that the network conditions can be automatically changed between and during
tests.

IMPORTANT: Check that the Emulator’s CLI or API provides access to all
features and not just a few.
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When purchasing any product or service the price will have a significant
influence on your decision process and the same is true for Network Emulation.

Software and Virtual Appliances start at less than $1,000 and hardware
solutions at around $2,000. All solutions will scale-up in price to tens or
hundreds of thousands of dollars depending on requirements.

When purchasing any product or service the price and licence type will have a
significant influence on your decision process and the same is true for Network
Emulation.

Some products are sold with a Perpetual License including Support and
Maintenance for a defined period, usually a minimum of one year. Support

and Maintenance typically provides access to new product releases, bug fixes,
access to a helpdesk and the hardware would be repaired or replaced should a
fault occur. After the initial Support and Maintenance period the customer can
optionally renew, although the license will not expire allowing the software to be
used indefinitely regardless of the Support and Maintenance status.

A Subscription Plan will usually include a monthly or annual licensing model
which may include an initial setup fee to cover the costs of the hardware. The
subscription will provide access to the same type of services provided under
the Support and Maintenance for a perpetual license. The Network Emulator
will only function during the subscription term so if you don’t require the license
anymore you can cancel the subscription.

Network Emulators are frequently purchased for a project or because an
application or device has failed to work. However, innovative organizations

have realized that risk of failure can easily be mitigated by including networked
application readiness and performance testing prior to release into production.
These leading organizations have invested in Network Emulation to protect their
brand and reputation and continue to benefit from their Return on Investment

- they use their Network Emulators constantly to test each new build and new
version.

It's no secret that there are some free tools available on the market, although
these are primitive in functionality and require you to provide your own
hardware and install the operating system (normally Linux) yourself. They also
require your own time to setup, configure and calibrate so this cost should be
included in your calculations. There is no formal support process, so caution
should be taken if the Network Emulator is going to be used in a project. Finally,
do you know the source of the free tool- can you guarantee that it's secure
enough to be trusted in your environment?
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This guide should not be considered extensive and there are many other factors
that will influence your purchasing decision, including, but not limited to:

GUI / Ease of Use
Is the product easy to setup, configure and use?
Does the product have comprehensive online help and videos?
Does it include out-of-the-box real world scenario examples?

Professional Services / Training
Does the vendor offer professional services or training?
How long will it take to become proficient at using your emulator?

Hardware and Virtual Appliance Certification
Is the hardware certified for use in your region?
For Virtual Appliances has the hypervisor vendor certified the Virtual
Appliance?

Case Studies
Can the vendor provide case studies and references?
Could you speak with a customer?

Product Roadmap
Is there a product roadmap?
How many product releases are there each year?
When was the last release and what did it include?

Reviews
Can the vendor provide third-party product reviews?
Have customers provided reviews online, for example on Google
Reviews?

Customer Support
What support does the vendor provide?
Can you contact the vendor direct or do you need to go via a reseller?
Is there a self-service Support Portal?

Company
How long has the company been trading?
Do they have industry partnerships in place?
What other products do they manufacture?
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When considering a Network Emulator, the fundamental questions below need
to be asked:

1. What type of networks do | need to mimic?

Point-to-Point Interconnected (Meshed)
WAN (between two locations) WAN (Fully Meshed)
Mobile (2G/3G/4G/5G) MPLS

WiFi Internet

Satellite Link Satellite (Constellation)

Is a hardware or software Network Emulator required?
What bandwidth speeds do | need to test with?

How many physical and virtual ports do | need?

Do | need to run concurrent emulations?

Will your requirements change in the future?

I

We hope that you have found this guide useful but if you would like to discuss
your requirements with a product specialist then please contact us at
or via the web site at

iTrinegy is a world leader in Software Defined Test Networks, and is trusted

by governments, military organizations and enterprises across the globe. Our
unrivalled pedigree in safeguarding networked application performance ensures
business-critical services are successfully delivered over all types of networks.

Through our range of Network Emulators, network specialists, developers,

QA and deployment teams are able to replicate true real world networks in
both physical and virtual test environments. This unique capability allows them
to mimic any network topology and scenario (good, bad or intermittent) - in

a controlled and repeatable manner during development through Quality
Assurance to deployment.

Edition 2

Notice

iTrinegy provides this publication “as is” without warranty of any kind, either expressed or implied,
including, but not limited to, the implied warranties of merchantability or fitness for any particular
purpose. iTrinegy will not be liable (i) to you for any incidental, consequential, or indirect damages
(including damages for loss of business profits, business interruption, loss of business information,
and the like) arising out of the use of or inability to use this product even if iTrinegy or any
authorized iTrinegy representative has been advised of the possibility of such damages, or (ii) for
any claim by any other party. Further, iTrinegy reserves the right to make changes or improvements
to the product described in this guide and to this publication without obligation of iTrinegy to notify
any person of such revision or changes.

Trademarks

iTrinegy, iTrinegy Network Emulator, NE-ONE, INE, INE Enterprise, INE Ultra and INE for Windows
are trademarks of iTrinegy. All other trademarks or registered trademarks are the property of the
respective manufacturers of the products associated with them.

Copyright

Copyright ©2007-2020 iTrinegy Ltd. All rights reserved. No part of this publication may be
reproducted, translated or distributed without the prior written prermission of iTrinegy Limited,
Albany Chambers, 26 Bridge Road East, Welwyn Garden City, AL7 1HL, United Kingdom.

www.itrinegy.com - T: (USA): +1 888 448 4366 - T: (UK): +44 (0)1799 252 200 - E: info@itrinegy.com I I e I N G H

Copyright © iTrinegy 2020

Ref: NET-ESS-13012020



